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quan ngang BO, co'quan thu$c Chinh phir;

- UBND cdc tinh, thenh ph6 trgc thuQc Truurg uollg;

- C6c Co quan b6o clii Tr-nng llollg;

- CAcTflp dodn kinli t6, T6ng c6ng ty nhd nr'rdc;

- CitcTfp dodn, T6ng Cdng fi C6ng ty cung cAp dich 4r
Inteinet, vi6n th6ng;

- C6c T6 chirc tdi chinh, Ngfln hdng thuong rnpi.

Sr,r c6 ,nAt un todn th6ng tin m4ng nghiOm trgug tai Vi0t Natn thr'rolg dr"rgc

ghi nhpn tai thoi di6m diSn ra dip nghi 16 cira d6t nud'c. Qua c6ng t6c theo ddi,

gi6m s6t, BQ Th6ng tin vd Tr-urydn thdng th6y r[ng c6c c1t5i tr.rgng thr,rdng tdng

cuong tAn c6ng mang vdro cdc hQ th6ng th6ng tin quau trqng hoflc lgi dpng

ktrdng gian rn4ng d0 ph6t t6n th6ng tin xAr.r dQc, ltra d6o trong c6c dip ndy.

Nhdn nAng cao cflnir gi6c vdr tr6ch nhiQm bAo clirl an todn th6ng tin mpng

theo qgy clinh ctra ph6p luat trong thoi gian c1i5n ra dfp nghi t5 fOt Duong lich

202a viTtit Nguy6r, Oan Gi6p Thin, BQ Th6ng tin vi Tr-r'rydn flr6ng trin trgng dd

nghf c6c co quan, td chirc, cloanh nghiQp tritin khai rnQt s6 biQn ph6p nhu sau:

1. Thlg cgd'ng tri6n khai hoat dong bdo dirn an toirn thdng tin rnqrng:

a) Rd sodt c6c hQ thSng thdng tin, b6o c16m c6c hQ th6ng th6ng tin clugc

triiSn khai dAy dir c6c biQn ph6p bao vQ theo cAp dQ an todn.

b) PhAl c6ng lgc lugng tai chd tli6n khai trgc gi6m sht2417; Chir clQng theo

d6i thudng xuy6n, li6n tUc c6c hp th6ng gi6m s6t an toin th6ng tin tflp tmng, hQ

th6ng phd-ng, lUOng m6 d$c tgp trung dAm bdo xtr ly, khic phpc kip thoi t6n

c6ng mqng, cf,nh b6o m[ dQc dugc x6c rninh.

c) RA soAt, kiQrn tra vd b6c gd c6c pliAn rnem dQc hai cho todn bQ rn6y chir,

rn6y trpm trong hQ th6ng mAng. I'rong d6, cAn rru tiOn c6c hp th6ng tin c6 dia chi

IP nirn trong Danh s6ch IP mAng Botnet ctugc Cpc An todn th6ng tiri cAnh b6o

hdng th6ng hofic dQt xu6t.
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d) Chir d0ng rA so6t cdt 15 h6ng, di6m y6u tr6n c6c hQ thi5ng th6ng tin thuqc

pham vi quAn ly vd tri6n lchai cAc gidi ph6p phdng ngira vd 1&6c phpc triQt d6 c6c

da cuc An todn th6ng tin, B0 Th6ng tin vd Truy,in th6ng15 h6ng, dii5m y6u

c6nh b6o, dEc biOt

bin s6 1g+

th

Gi

16 h6ng 6nh hu6ng nghiOm trgng trong F5 BIG-IP (vdn

CSC ngdy OIllIl2O23 c[ra Cuc An toAn th6ng tin), 15

h6ng zeroday hQ th6ng Zimba (vin bdn s6 ZzrctcATTT-NCSC ngdy

121t212023 Cpc An todn th6ng tin) vd c6c 16 h6ng bAo mflt Anh huong mirc

cao vd ng trgng trong c6c sAn phAm Microsoft ttr th6ng 5 d6n th6ng 11 ndm

2023 ( gfii kdm theo). tE.',tk:@

d,)'S ir dpng vi khai th6c hiQu qui NOn tAng Diiiu phtii xtr ti su'tti an toin
tin m4ng qu6c gia (IRLab) vd Ndn tAng H5 trg didu ffa 16 pEruu) trong

gtdccliOu ph6i vd xtr ly sr.r
"ti 

t6n c6ng rn4ng

e) BAo dim duy tri k6t n6i tiOn tuc tdi hQ th6ng k! thuat ctra Trung tdm

6m s6t an todn kh6ng gian m4ng quSc gia d6 duqc h6 trq giSm s6t, ph6t hiQn

vd canh bAo s6m, xri 1j,; kip thoi chia sd thdng tin vdi Cpc An todn thdng tin, B$

Thdng tin vd Truy6n thdng khi ph6t hiQn d6u hiQu t6n c6ng mpng vdo hQ th6ng

thdng tin.

g) TO chric tuyOn truydn, n6ng cao nhan thric co b6n k! nlng v6 an toin
th6ng tin m4ng, cAnh gi6c vA th6ng tin xAu dQc, tin gi6 vd th6ng tin lua ddo tr6n

kh6ng gian m4ng cho cin b$ thu$c co quan.

2. Cdc cloanh nghiQp cung cAp dich vu vi6n th$ng, intemet; C6c tti chuc,

cloanh nghiQp c.,ng c6p ndn tAng chuy6n AOi s5:

a) 86o d6m b6 tri dAy cltr ngu6n nhAn lsc d6 trUc gi6m s6t, h5 trq vd khic
phgc sr.r cti bao d6m h4 tAng vi6n th6ng, intemet an todn, th6ng su6t.

b) Tri6n khai dAy dri cdc bign ph6p b6o vQ, b6o dim phdt hiQn vd ngdn ch4n

kip thoi hopt d$ng t6n c6ng mang, ph6t tdn th6ng tin xAu dQc, thdng tin vi ph4m

ph6p luft tr6n h0 thiing th6ng tin, h4 tAng rn4ng ltrdi thu$c pham vi qudn l1i.

c) Thu'c hiQn nghi€m vdr kip thoi c6c biEn ph6p xir lj, theo y6u cAu ctra B0

Ttr6ng tin vA TruyAn th6ng (Cpc An todn th6ng tin) vA co qLrau chrlc n[ng c6

tnam quyen.

3. Trong truong hqp cAn h5 trq gi6rn s6t, xri ly, r?ng cuu st, c(i dA nghr li€n h0

v6i Cpc An toirn th6ng tin, B$ Th6ng tin vd Truydn th6ng th6ng qua c6c dAu mtii:

- Trung t6rn Ung cuu kh6n c6p kh6ng gian m4ng ViQt Narr (VNCERT ICC),

diOn thoai 024.3640.4421ho1tc sti AlOn thoai tqrc ducmg c16y n6ng irng cuu su c5

086.9100.317, thu diQn tu: ir'@vncert.vn.
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- Trung tAm Gidm s.6t'an

tho4i: 0243209i616 hgac'stl ai
cinh b6o sorn 038994t878,thv
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Noi rtltfirt: -)
- Nhu trdn: li*

todn kh6ng gian mang qudc gia (I.{CSC), diQn

9n tho4i trgc dudng dAy n6ng h5 trg gi6m s6t,

diQn tu: ais@mic.gov.vn.
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toin th6ng tin t4i cdc bq, nginh;
- C6c Sd Th6ng tin vd Truydn th6ng cd,c tinh, thdnh

ph6 t4rc thugc TW;
- Thdnh vi6n m4ng lu6i ring cuu sg c6 an todn th6ng

tin m4ng qu6c gia;
- Cdc Cuc: Vi6n th6ng, Btnr cliQn Trung uong;
- C6c Tmng t6rn: VNNIC, Trung t6m Th6ng tin;
- Luu:VT, CATTT.PTA.
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