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Su ¢b mAt an toan théng tin mang nghiém trong tai Viét Nam thuong dugc
ghi nhén tai thot diém dién ra d1p nghi 1& ctia dat nudc. Qua cong tac theo ddi,
giam sat, B Thong tin va Truyén thong thiy rang cic dbi tuong thuong ting
cudng tén cong mang vao cac hé thong thong tin quan trong hodc lgi dung
khong gian mang d& phat tan thong tin x4u ddc, lira ddo trong cac dip nay.

Nhim néng cao canh gidc va trach nhiém bdo dém an toan thong tin mang
theo quy dinh cta phéap luét trong thoi gian dién ra dip ngln 18 Tét Duong lich
2024 va Tét Nguyen dén Giap Thin, B Thong tin va Tmyen thong tran trong dé
nghi céc co quan, t4 chirc, doanh nghiép trién khai mot s6 bién phap nhu sau:

1. Tdng cudng trién khai hoat dong bdo dam an toan thong tin mang:

a) Ra soat cac hé thong thong tin, bao dam céc hé théng thong tin duoc
trién khai day du cac bién phéap bao vé theo cép do an toan.

b) Phén cong lyc lugng tai chd trién khai tryc gidm sat 24/7; Chu ddng theo
ddi thuong xuyen lién tuc cac hé thong gidm sat an toan thong tin tap trung, hé
théng phong, chéng ma doc tap trung dam bao xur ly, khic phuc kip thoi tAn
cdng mang, canh bdo ma dc duge xac minh.

¢) Ra soat, kiém tra va boc go céc phan mém ddc hai cho toan bd may chi,
may tram trong hé théng mang. Trong d6, can wu tién céc h¢ thong tin co dia chi
IP ndm trong Danh sich IP mang Botnet dugc Cuc An toan thong tin canh bao
hang thang hoac dot XUAt.
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d) Chu dong ra soat cac 10 héng, diém yéu trén cac hé thong thong tin thudc
pham vi quan ly va trlen khai céc giai phap phong ngura va khic phyc triét dé céc
16 héng, diém yéu da du’orc Cuc An toan thong tin, B6 Thong tin va Truyén thong
canh bao déc biét nhu 16 héng anh hudng nghiém trong trong F5 BIG-IP (vin
ban s6 1943/CATTT NCSC ngay 01/11/2023 cua Cuc An toan théng tin), 16
héng zeroday trbng hé théng Zimba (vin ban s6 2216/CATTT-NCSC ngay
12/12/2023 cﬁa Cuc An toan thong tm) va céc 16 héng bao mat anh huéng mirc
cao va nghlém trong trong cac san pham Microsoft tir thang 5 dén thang 11 nim
2023 (Van‘ban gui kém theo). e e
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d) St dung va khai thac hi¢u qua Nén tang Diéu phm XU ly su ¢ an toan
thong tin mang quoc gia (IRLab) va Nén tang H6 trg diéu tra s6 (DFLab) trong
cong tac diéu phdi va xir Iy su cb tAn cong mang. |
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o e) Bao dam duy tri két ndi lién tuc téi hé théng ky thuat cia Trung tim
Giam sét an toan khong gian mang qudc gia dé dugc hd trg gidm sat, phat hién
va canh bao sém, x1r 1y; kip thoi chia sé thong tin véi Cuc An toan thong tin, B§
Théng tin va Truyén théng khi phat hién d4u hiéu tAn cong mang vao hé thong
thong tin.

g) T6 chirc tuyén truyén, nang cao nhan thic co ban k§ ning vé an toan
thong tin mang, canh giac vé thong tin xau ddc, tin gia va thong tin lra ddo trén
khong gian mang cho can b thu¢c co quan.

2. Céc doanh nghiép cung cip dich vu vién thong, internet; Céc t6 chir,
doanh nghiép cung cap nén tang chuyén doi so:

a) Bao dam bd tri déy du nguén nhéan e dé truc giam sat, hé tro va khic
phuc sy c6 bao dam ha tang vien thdng, internet an toan, thdng su6t.

b) Trién khai ddy di cac bién phap bao vé, bao ddm phat hién va ngan chin
kip thoi hoat dong tan cong mang, phat tan thong tin xau ddc, thdng tin vi pham
phap luat trén hé thong thong tin, ha ting mang ludi thuéc pham vi quan 1y.

¢) Thyc hién nghiém va kip thoi cac bién phap xir ly theo yéu chu cua Bo
Thong tin va Truyén thong (Cuc An toadn thong tin) va co quan chirc ning co
thdm quyén.

3. Trong trudng hop cin hd tro gidm sat, xir 1y, tmg ciru sw cb dé nghi lién hé
v6i Cuc An toan thong tin, B Thong tin va Truyén thong théng qua cac dau méi:

- Trung tdm Ung ctru khan cép khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoac sb dién thoai truc dudng day néng Gng ctru sy b
086.9100.317, thu dién tir: ir@vncert.vn.
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- Tmng tam Giam sat an toan khéng gian mang quéc gia (NCSC), dién
thoai: 02432091616 hoac s6 dién thoai truc dudng day néng hd trg giam sat,
canh bdo s¢m 03 899{2878 thu dién tir: ais@mic.gov.vn.
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- Nhu trén; < THU TRUONG

- Véan phong Irung uong va cac Ban cua Dang;

- Van phong "Chu tich nudc;

- Vian thng Quéc hol va cac Uy ban ctia Quéc hi;
- Toa amnhan dan t6i cao;

- Vletpklem sat nhan dan tdi cao;

- Uy\ban Trung wong Mt trdn T4 quéc V1¢t Nam;
-Co quan tmng wong ciia cac doan thé;

+'Bo trudng (dé ble);

-~

{:Q‘ Céc Thur truong;
<" - Céc don vj chuyén trach vé cong nghé thong tin, an
toan thong tin tai cac bd, nganh;

) - Céc S& Thoéng tin va Truyén thong cac tinh, thanh
phd tryc thudec TW;

- Thanh vién mang ludi img ctru sy ¢6 an toan thong
tin mang quc gia;

- Céc Cuyc: Vién théng, Buu dién Trung wong;

- Céac Trung tam: VNNIC, Trung tdm Théng tin;

- Luu: VT, CATTT.PTA.




